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1 Introduction

An operator net is a graph consisting of nodes and directed arcs. A pro-
gram in the language of operator nets is a set of equations that relates the
output arc of a node to a Lucid function or operator applied to the input
arcs of the node. Previously, an operational semantics for operator nets has
been defined that provides a formal model for a distributed system. In this
paper we demonstrate that the operational semantics can be interpreted as
a modal logic for time and knowledge. As such, it provides an intermediate
specification language for distributed systems.

Section 2 defines a modal logic for time and knowledge. This logic is con-
structed using a possible worlds semantics that combines standard knowledge
and temporal logics. Such a logic provides an intuitive language for describ-
ing the behavior of a distributed system in terms of “what the processes of
the system know”. Adding time to this model of behavior also allows for the
specification of causality and liveness properties for distributed systems.

Section 3 summarizes the operational semantics for operator nets and
demonstrates how this semantics can be used to define a Kripke structure
for the logic. This structure provides a basis for verifying that operator nets
preserve safety and liveness properties that are expressed in the modal logic.



2 A Logic for Time and Knowledge

In this section we define a logic of knowledge and time. This logic is con-
structed using a possible worlds model, [Hin62], a well understood formalism
for defining theories of knowledge. In this approach, one defines a set of
“worlds”, the so called possible worlds, and a family of indistinguishability
relations, one for each subject, that say which worlds an subject can tell
apart. A subject is said to know a formula if the formula is true in all worlds
considered possible by the subject. This view matches the computational
situation in distributed systems very well [HMS84] as the possible worlds cor-
respond to the global states and the possibility relations are determined by
the local states of processes.

In developing a formalism for reasoning about distributed $ystems, we
are concerned with the relationship between knowledge and time or, more,
precisely, between knowledge and the execution of a system. Thus our logic
for reasoning about distributed computations will include a combined theory
of knowledge and time. This theory is one that has been developed to reason
about security in distributed systems [GM90]. When considering security
applications, we also include deontic operators for permission and obligation
in the theory.

Later in the paper we give concrete interpretations for the possible worlds
semantics for distributed systems. In particular we relate the set of possible
worlds to the set of histories of an operator net.

Recent research in the area of reasoning about knowledge in distributed
systems has focused on studying agreement protocols. These protocols are
formalized via common knowledge [HM84]. Such knowledge is important in
situations in which every process in a network must know a fact before an
action can be taken.

Temporal logic [Pri57] is a well-understood formalism for reasoning about
systems [Pnu8l]. In defining such a theory, there are two contrasting inter-
pretations regarding the nature of time: linear and branching [Lam80, EH82].
In the linear interpretation, one talks about the truth of formulae with re-
spect to a given computation sequence. The branching interpretation allows
one to talk about a world and all of its future worlds. For the purpose of
this paper we wish to reason about computations of an operator net; that is,
properties that must hold in all possible future computation paths. Therefore
we use the branching interpretation of time.
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2.1 A Logic of Knowledge

-In this section we review a standard theory for reasoning about knowl-
edge [Hin62]. This theory is an S5 modal logic and has previously been
used for reasoning about distributed system protocols [HM84]. The concept
of knowledge that we define for our theory is very similar. The main differ-
ence is that our theory assumes that knowledge is monotonic over time; that
is, a subject can only gain knowledge, not lose it.

The language for reasoning about knowledge consists of: a set of subjects
labeled 1...n; a set of primitive propositions I; and for all subjects 4, a
modal operator K;. A proposition of the form K;¢ states that subject 1
knows that proposition ¢ is true.

The notion of possible worlds can be formalized by using Kripke structures
[Kri63]. In a system with n subjects the Kripke structure is defined as a tuple
M = (8,7, K1, ..., Kn) Where:

1. S is the set of possible worlds,

2. The relation &; for a subject ¢ is an equivalence relation (reflexive,
svmmetric and transitive) on S. We say that two worlds are indistin-

guishable to’subject i if they belong to the same equivalence class in
Hi.

3. A formula is defined to be true or false in a possible world. We write
s = ¢ to denote that formula ¢ is true in world s.

For each world s in S and each primitive proposition ¢ € %, m assigns
a truth value to ¢ in s (i.e. w(s,9) € {true, false}). We define the

notion of a formula being true in a world via the |= relation.
s ¢ iff (s, ) = true (V¢ € X).
sEdANYifsEdands =
sE—¢iff not s = ¢
s = K; iff Vs’ such that (s,s") € k;, ' = ¢
A formula ¢ is said to be valid if it is true in all worlds s € S. We denote

this as = ¢.



A sound and complete axiom scheme that characterizes the logic described
above has previously been studied extensively by philosophers. These axioms
for knowledge are: '

Axiom K1: all propositional tautologies
Axiom K2: K;¢p — ¢

Axiom K3: K;(¢ — ¢) — K;0 — K
Axiom K4: K;¢ — K;K;o

Axiom K5: -K;¢ — K;(-K;9)

All tautologies of propositional logic are axioms in the system. The sec-
ond axiom implies that a subject cannot know anything that is false. This
distinguishes knowledge from belief. Axiom 3 states that a subject knows all
things that can be deduced from its knowledge. The final two axioms state
that a subject has introspective ability.

The theory includes the proof rules of propositional logic as well as a
rule that states that if a formula is valid (true in all possible worlds) then a
subject knows that formula:

Rule 1: If ¢ is valid then so is A;¢

In the following subsection we expand the Kripke structure for knowledge
to include a second relation that allows us to define a modal operators for
time.

2.2 Knowledge and Time

The temporal logic for knowledge presented in this paper is based on a
branching time structure. In particular, we use the logic UB: the unified
system of branching time [BAMPS1] to develop our theory. In the UB sys-
tem the underlying model consists of a branching tree of all possible paths of
reachable possible worlds. Temporal operators are defined that correspond
to quantification over these paths.

The basis of the language for our theory is the propositional calculus.
As well as the modal operators K; for knowledge, we include two of the six



temporal operators of UB. These are the operators: YO (always) and VO
(eventually). The first symbol in these operators denotes the quantification
over paths, while O and < denote temporal quantification over the selected
paths. Given a world s, a path defined as a sequence of states, and a formula
é we interpret the temporal operators applied to ¢ as follows:

o s |=VO¢ iff 4 is true in all worlds along all paths initiated at s.
o s =VO¢ iff 4 is true for some world along all paths initiated at s.

We now give a more formal presentation of the language and semantics

for the temporal logic for knowledge. The alphabet of the language consists
of:

1. A denumerable set T of primitive proposition letters ¢, ,...;

[ ]

The logical symbols T (truth) and L (falschood). and the logical con-
nectives — (negation), A (conjunction), V (disjunction) and — (impli-
cation);

3. The modal operators K; (knowledge) for all subjects z;
4. The temporal operators VO (always) and V< (eventually);
5. The parentheses ( ).

The set of well formed formulae for the language is defined as the smallest
set W such that: '

1. Every proposition letter in I', T and L are in W;

2. If ¢ and 9 are in W then so are ¢, ¢ A9, 0 V ¢, ¢ — ¢ and (9);
3. If ¢ is in W then so are K;¢ (for all subjects 1), YO¢ and VO¢.

We now define a possible worlds model for the extended language. This
model assumes a binary relation R on possible worlds. We say that for any
two worlds s and s, (s,s’) € R if world s’ is directly reachable from world s.

The model includes quantification over a set of paths defined by the rela-
tion R. A path p is a sequence (sq, $1,...) of worlds such that for all adjacent



worlds s;,si41 in path p, (si,si11) € B. We say that the path p is initi-
ated in world so (or first(p) = so). When considering distributed system
applications, a path corresponds to a computation (sequence of state trans-
formations) for the system. '

The theory assumes the truth assignment rule for knowledge:

s |= K¢ iff Vs'such that (s,8") € kappa;, s' = ¢

where &; is an equivalence relation over worlds in the model. In the following
rules for the temporal operators we assume that the quantification of pis
over paths in the model and the quantification of s, s’ and s” is over possible
worlds.

s = V0¢ iff VpVs'(first(p)=s A s'€p — s'E )

s = YO¢ iff Vp(first(p) =s — Is'(s'ep AN s’ E9))

We now present a deductive system of axioms and inference rules for
proving validity of formulae in the theory. We include the axioms and rule
of knowledge. We also include the following standard axioms for branching
temporal logic: '

Axiom T1: VO¢ — o

Axiom T2: VD(qg — 1) — (V3¢ — VO1)
Axiom T3: VOg — ¥O¢

Axiom T4: V0O¢ — VOVOP

When considering a deduction system for operator nets and the logic, we
may wish to include a more complete temporal logic. For example the UB
operator for nezt would allow us to express inductive over possible worlds in
a path.

" The rules of inference for the system include Rule 1 for knowledge as well
as modes ponens and the following generalization rule:

Rule 2: If ¢ is valid then so is VO¢



3 A Possible Worlds Interpretation

In this section we illustrate’how the possible worlds model can be interpreted
in terms of the operational semantics for operator nets. We begin by sum-
marizing the operational semantics and then relating the Kripke structure
for our logic of time and knowledge to the behavior of an operator net.

3.1 Operational Semantics for Operator Nets

An operator net is a graph consisting of nodes and directed arcs [AJ85]. Each
arc of a net has an associated infinite sequence of values (history sequence):
each node corresponds to a function that accepts input history sequences
from incoming arcs and produces an output sequence along its éutgoing arc.

An operational semantics for operator nets has previously been defined
that relates the nodes of a net to the processes of a distributed system and
the arcs to the communication channels that carry message values from one
process to another [GM89]. This semantics defines an operator net in terms of
its possible computations, where a computation is a possibly infinite sequence
of events ei,e€s,€3,.... An event denotes a transition from one history to
another. We say that an event (h, h’) occurs in history h and results in history
b/ Similar to the concept of a state, a history in the model associates each
arc of a net with a partially defined history sequence. Thus a computation
can be considered as a sequence of events: (ho, h1), (h1, h2), ... such that hy is
an initial history and for each event (hiy hit1) in the computation, h; < hit1.
A history h approximates (<) a history A’ if for each arc z in the net, the
history sequence h(z) is a prefix of the sequence h'(z). As well, for any
history h and arc z it must be the case that h(z) approximates the meaning
of z given by the denotational semantics for operator nets.

The set of possible computations defines an operator net by specifying
all of its possible behaviors. An extension of this semantics that includes a
nondeteministic merge operator has also been defined and proved composi-
tional [Bak90]. We have demonstrated that the semantics can be used to
specify the behavior of secure distributed systems [GM87] and the behavior
of real-time distributed systems [SG89]. In this section we demonstrate how
this semantics can also be considered as an operational model for a modal
logic of time and knowledge. As such it will provide an intermediate spec-
ification language that is halfway between a high-level logic and a practical
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-implementa,tion.

3.2 Kripke Structure

We can now view an operator net as a Kripke structure. We begin by con-
sidering an operator net to be defined as:

e A domain D for the algebra which the functions for the operator net
are based on.

o Aset N ={1,...,n} of node identifiers, where n is the total number
of nodes in the net. We associate with each node 7, a set of input arcs
{z1,...,zx} and an output arc y.

o A set H of histories of the operator net.
e A set C of computations of the operator net.

For history & € H with input arcs zy,..., 7% and output arc y, we define
the local history for node i € N as the tuple Afi] =< h(z1), ..., h(zs), R(¥) > .

To define a Kripke structure for time and knowledge we must define: S,
the set of possible worlds; 7, the truth assignment for primitive formulae;
&;, the equivalence relations for the possible worlds; and R, the accessibility
relation for the temporal logic. In the remainder of this subsection, we define
each of these components of the structure in terms of operational semantics
for operator nets.

The set of nodes N of an operator net defines the set of subjects for
our model and the set of histories H defines the set of possible worlds. We
consider two histories h and &’ to be in the equivalence relation «; for a node
i if 7 is unable to distinguish between the two histories; that is, the local
histories are the same for node 7 and histories A and h’. More formally:

For all histories h and b’ € H and all nodes ¢ € NV,
(h,h') € ki & h[1] = R[]

The direct accessibility relation R, that defines the structure of paths, is
defined by the valid events and histories of an operator net. We say that
history A’ is directly reachable from history h, (k,?') € R, if (h,R") is 2



valid event for the operator net. Thus a path p, such that first(p) = h,
corresponds to a computation of an operator net initiated at history h.

Finally, we define the truth assignment operator « for primitive formulae.
First, though, we must consider what we mean by a formula in an operator
net. The simplest (but not the only) interpretation of a primitive formula
is as an element of a history sequence. More realistically, we can consider a
formula as a function of a message. Thus, we define the set ¥ as a function
F such that F': D — X. Now, for any history & and arc z of the operator
net, the history sequence h(z) =< Zo, T1,... > can be mapped onto a set of
primitive formulae F(zo), F(z1),.... If this is the case then we say that for
any history A the truth value assigned to primitive formula ¢ is true if and
only if ¢ = F(z;) and z; is a message on the history sequence h(z) for some
arc z of of the net. :

In dealing with certain applications, such as security, it may be desirable
to also express such formulae such as message d arrived at time t, where time
¢1is a local time for a particular process. For such cases, the definition of set
of primitive formulae would be more complex than a function from messages
to formulae.

3.3 'Specifying Properties of Distributed Systems

Modal logics have long been considered as languages for expressing abstract
properties for distributed systems (e.g. [Hal87, MP84, NP86]). It has also
been demonstrated that operator nets provide for an executable specification
of distributed systems that describes the components and communication
channels of a system [GM89]. In the remainder of this section, we illustrate
how the operator net specification can be considered as an intermediate point
between the implementation of the system and the modal logic description.

Lamport has demonstrated how properties of concurrency can be ex-
pressed in temporal logic [Lam80]. These properties can be categorized into
two fundamental types of properties: safety properties, which assert that
“something bad never happens”; and liveness properties, which assert that
“something good must eventually happen”. A safety property ¢ is expressed
using the always operator (YO¢) and a liveness property ¢ is expressed using
the eventually operator (V<@).

To prove a safety property ¢ for an operator net, we must show that the

formula VO is valid. That is, for all histories h € H, h |= ¥O¢. This can be



reduced to proving that the formula ¢ is valid or true in all histories. A gen-
eral strategy for such a proof is by induction on the length of a computation
sequence. Thus we must prove that the property holds in the initial history,
and given any history A if b = ¢ and (h, A’) is a valid event then A’ |= ¢.

To verify a liveness property ¢ for an operator net, we must prove that the
formula VO¢ is valid. That is for every history A € H and all computation
paths initiated at A, there is some history A’ on that computation path for
which ¢ is true. The theory does not guarantee that this computation path
resulting in history A’ is finite so it may be necessary to augment the theory
to place such a restriction on the eventuality operator. Proof of a liveness
property in an operator net also relies on a liveness assumption of the pro-
cessors corresponding to the nodes of an operator net. This is to guarantee
that if certain events can occur then they will occur in some finite time.

The ability to ascribe knowledge to processors has-also proved useful in
specifying protocols and properties of a distributed system. A node 2 has
knowledge of a formula ¢ in history A if &’ |= ¢ for all histories A’ that are
indistinguishable from h for node i. More formally:

h = K;¢ iff for all (h,h') € ki, b = ¢

Combining knéwledge and time allows for additional properties of a dis-
tributed system to be specified. It has been shown that security properties
can be expressed that involve such an integrated logic [GM90]. For example,
the notion of integrity can be defined as the concept that a process must
eventually know a formula ¢. The fact that node ¢ eventually knows formula
$ is expressed in the logic as: VOIK;¢.

4 Discussion

The behavioral semantics for operator nets provides a formal model for dis-
tributed systems that is an intermediate point between the actual system
and a modal logic specification. It allows for a separation of the operational
considerations from the possible worlds semantics that makes a distributed
system’s description comprehensive. Timing properties and causality are
captured abstractly in the semantics by considering how histories change
over time. The nodes and arcs of an operator net can be used to identify the
processes and communication channels of a distributed system. Restrictions
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~and/or requirements of communication can be specified in terms of what a
process “knows”.

The interpretation of an operator net in terms of a Kripke structure is
the first step in the development of a formal verification system for operator
nets. Abstract properties can be expressed in the logic of time and knowledge
then implemented and proven using an operator net specification.
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